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THE VIGENERE CIPHER

ANA-MARIA DOBRITOIU

ABSTRACT. This paper contains an overview to a well-known encryption method, Vi-
genere’s cipher, which although easy to understand and implement, seems impossible
for beginners to break, which is why it has been described as ”le chiffre indéchiffrable”.

1. INTRODUCTION

Cryptography is the study of mathematical techniques used to encrypt and decrypt
data. The main purpose is to ensure secure communication, i.e. sensible information
must remain private during the communication process.

Cryptanalysis is the science of breaking cryptosystems ([5], p.3).

From a functional perspective, cryptography and cryptanalysis mirror each other in
function ([1], p.435).

1.1. Terminology

Encryption scheme or cryptosystem = a system that essentially transforms plaintext
into ciphertext and conversely ([2]).

Plaintext (cleartext) = the message whose meaning must be hidden.

Encryption = the process of transforming the plaintext in such a way that its meaning
is hidden (except for the sender and the intended recipient of the message).

Ciphertext = the converted data resulted.
Decryption = the process of converting the ciphertext into plaintext.

Cryptographic algorithm (cipher) = a mathematical function used in the encryption
and decryption process. Generally, there are two related functions: one for encryption
and one for decryption.

This algorithm works in combination with a key to encrypt the plaintext. Different
keys lead to the plaintext being encrypted to different ciphertexts.

The security of the encrypted information depends on the strength of the cryptographic
algorithm and the secrecy of the key.

1.2. Encryption methods

1.2.1. Singlet/Secret/Symmetric key cryptography

This encryption method involves using a shared secret key between the sender and the
receiver.

The involved parties use functions dependent on the same predetermined key. Usually,
the key is randomly generated.

Weak point: The strength of the symmetric key algorithm lies primarily in main-
taining the secrecy of the key. Hence the need for a proper exchange of private keys. If
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the number of participant to a transaction increases, the number of potential weakness
points increases.

1.2.2. Asymmetric/Public-key cryptography

In public-key cryptography, a user possesses a secret key as in symmetric cryptography
but also a public key.

Asymmetric algorithms can be used for applications such as digital signatures and key
establishment, and also for classical data encryption.

Weak points: Public-keys cryptography is more computationally costly, due to the
unique nature of the keys. Compared to the keys used in the symmetric key cryptography,
public keys are also more vulnerable to bruce force and man-in-the-middle attacks.

2. THE VIGENERE CIPHER

2.1. Historical context

The Vigenere cipher is an adaptation of the Trithemius cipher, which was first
introduced by Johannes Tritemius in his book, ”"Polygraphiae libri sex, loannis Trithemii
abbatis Peapolitani, quondam Spanheimensis, ad Maximilianum Caesarem” (”Six books
of polygraphy”), which was printed and published in 1518 ([1], p.133).

The Tritemius cipher is a variation of the Caesar cipher (mono-alphabetic cipher),
steganographic cipher in which each letter was represented as a word taken from a suc-
cession of columns. For this cipher, the author used a square matrix (or tableau), ”which
is the elemental form of polyalphabetic substitution” ([1], p.133).

Unlike the Tritemius cipher, the Vigenere cipher used a passphrase as the key for a
repeated polyalphabetic cipher (an encryption key).

The Vigenere cipher was wrongfully attributed to Blaise de Vigenere, who was the
author of the Autokey cipher, which he introduced in his book, ” Traicte des Chiffres”,
printed in 1586.

The Vigenere cipher was first presented by Giovan Battista Bellaso in 1553, in his
book, ”La cifra del Sig. Giovan Battista Bellaso”.

2.2. Mechanism

The standard Vigenere cipher is a polyalphabetic cipher which uses latin alphabets
and a short repeating keyword. Its tabula recta contains 26x26 characters (Table 1).

The Vigenere cipher that uses a key of length m is an example of a symmetric variable-
length scheme over the alphabet of letters.

In order to apply the Vigenere cipher, one can use:

a. a group of characters as a key.

Steps:

Let’s consider the key k = (n1,ne, -+ ,n.;,), where n,m € N, 0 < n < 25 and m is
the length of the key. Each character of the ciphertext is obtained using the formula
c; = (kl + ti)%26, 1 < m.

Key DEF CDEBEFCDETFCDETFTCD
3 15 2 3 1 52 31 5 2 3 1 5 2 3
Plaintext T HI 858 I 3 ATEZS3 TP HER A5 E
19 7 8 18 8 18 0 19 4 18 19 15 7 17 0 18 4
Ciphertext WwWI1INUULTT FWVHTTYZRE K S FUH
2 7 13 20 11 19 5 21 7 19 24 17 10 18 5 20 7
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A BCDEF GH I JEKEILMNOPOGQGQRES TDUODVY WX Y Z
A|A|B|C|ID|E|F|(G|H|I|J|K|L|M|N|O|P(QIR]|S|T|U|IV|IWIX|Y|Z
B|BE|C|DI|E|F|GI(H]JI[J| K|LIMN|O|P|Q[R]E|JT|U|V|IW|X|Y|Z]A
C|C|DI|IEJF|G|H|I|!|EKE|LIM|N|OQ[P|Q|R[E|T|UIV|W|X|Y|Z|A|B
DID|E|F|IG|H|I(J|K(L|M|N|O|P|Q|RE|S|(T|U|V|W|X|Y|Z|A|E|C
E|E|F|G|H|I|J|KE|LIM|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|Z|D
FI|F|G|IH|I|J|E[L|IM(N|OQ|P|Q|R|S|T|U[V|W|X|Y|Z|A|E|C|DJE
G|G|H|I |J|K[L[M|N|O|P|Q|R|S[T|U]JV([W|X|Y|Z|A|EBE|C|[DJE]|F
HH|I|})|K|L|IM{HN|O[P|Q|R|S|T|U|V|IW[X|]Y|Z|A|B|C|D|E|F|GC
IJI|J|KEJL|M|N|Q|P|Q|R[E|T|U(V|IW|E[Y|Z|A|B|C|D|E|F|G|H
J|IJT|K|L|IM|N|Q|P|Q|R|E|T|IU|IVIWE|Y|IZ|A|B|C|D|E|F|G|H|I
E|E|L|IM|N|O|P|(Q|R|(S|T|U|IV|W|X|Y|Z|A|B|C|D|E|F|G|(H|TI]|]!
LILIMNHN|O|P|Q|IR|S|T|U|V|W|Z[Y|Z]|A|B|C|D|E|F|G|H|I ]| |K
MIMN|O|P|IQ[R|[S|JT|U|VIW|X|Y[Z|A]JB|C|D|JE|F|G|H|I[JT]|K]|L
N|IH|([O|P|Q|R|E(T|U(V|IW|X|Y|Z|A|B|C|D|E|F|G|(H|I|TI|K|L|M
(0| P|IQIR|E|T|U|IV|W[X|Y|Z[A|B|C|D|E|F|G|H|I|[J|KE|JL[|M|N
PIP|QIR|S|T|U(V|IW|X|Y|Z|A|B|(ZC|D|E|F|G|H|I|[JT]|K|L|M|N|O
QIQIER|E|T|IUIV|WIXZ|Y|Z[(A|B|C(D|E|F|(G|H|I|T|EKE|LIM|N|OQ|PF
R|R|S|T|U|IV|IW[E|]Y|[Z|A|B|C|D|E|F|G|[H]JI|I!I|E|L|M|N|OQ|P|OQ
S|IS|T|UIV|WX|Y|Z|[A|[B|C|D|E|F|G|H|[I|[J|EK|L|M|N|O|PF|Q|R
T|T|U|V|W|X|Y|Z|A|B|C|DI|E|F|G|H|I|[JT|K|L|M|N|OQ|P|Q|E|S5
vjuvIWlX|Y|Z|A|B|C|D|E|F|(G|H|I|JJ|K|L|M|N|Q|P|Q|R]JE|T
VIVIW|X|Y|Z|A|[B|C|(D|E|F|G|H|I|J|E|[L|M|N|O|P|Q|E|S|T|U
W W X|Y|Z|A[B|[C|DJE|JF|G|HE|I[J|EJL|M|N|O|P|Q|R|E[T]JU|V
X|X|Y|Z|A|B|C|[DJE[F|G|H|I | J|E|L|M[{N|O|P|Q|E|S|T|U|V]|W
Y| Y| Z|A|B|C|D[E|JF|[G|H|I |} |K|L|M|N[OQ[BP|Q|R|S|T|U|V|W[X
Z|Z|A|B|C|D|E|F|G(H|I|JT|E|L|M|N|Q|P|Q|RE|S|T|U|V|W[X]Y

Table 1. Tabula recta (26 x 26) used by the Vigenere Cipher

b. a group digits as a key, in order to indicate the number of positions shifted by a

character.
Steps:

Let’s consider the key k = (ni,n2, -,y ), where n,m € N,0 < n < 25, m is the

length of the key.

Split the message to be encrypted into a number of groups, most of them having the

length of the key.

Shift the each letter of every group with the corresponding number of positions, n;.

Eev

3.14.2)

Plaintext

THIS IS A TESTPHEASE WITH NO SPECIFIC MEANING

Blaintext split into grovps of 4 charscters

THIS ISAT ESTP HEAS EWIT HMNOS PEO FOCM EANI NG

Ciphertext

WINU LTFV HIYE KSFU HXNV KOTU SFHE DHO HBEKE QH

The main element is the group of characters. The encryption function that maps a
group of characters of length k£ to another group of characters of the same length:

Cnlﬂ’mg'“

s

np P LJ26Z X - X LJ267 — LJ26Z X - -+ X L/26Z

Cryng,oee g (@1, 22, -+, 2g) = (1 + 11, T2 + o, - -+, Tk + Ng).

Each component is a Caesar cipher. For a key that has the length m, there are

26 = 4 -102?% possible choices.

c. use the tabula recta to encrypt the plaintext




46 ANA-MARIA DOBRITOIU

Steps:

Select the column corresponding to the character n; from the key, i < m.
Select the row corresponding to the character ¢; from the plaintext, i < m.
Their intersection corresponds to the character ¢; from the ciphertext, i < m

K=y DEFC
Blzintaxt THIS 1S A TEST PHRASE WITH NO SPECIHC MEANING
Ciphertext [WINU LT F VHTY RESFUH XNVE OT USFHEITH CHESEQH

In the context of the English alphabet, the strength of the Vigenere cipher consists of
the fact that it is not susceptible to frequency analysis because the cipher rotates through
different shifts. Therefore, the same plaintext letter will not always be encrypted using
the same ciphertext letter ([8]).

The real weakness of the Vigenere cipher lies in its periodicity ([9]).

Let’s consider the key k = (k1,ka, -+ , ki), where m is the length of the key, m € N,
V. {AB,--,Z} - {A B,---,Z}, the Vigenere encryption function; the plaintext
t1,ta, - ,t, into the ciphertext Cy,Cs,- - ,C),, where n € N. Then, the Vigenere cipher
with key k can be expressed as:

C: (C].)CQa"' 7C’I’L) :Vk(tlat27"' 7tn) =

= ((tl + kl)%267 (t2 + k2)%26a M) (tr + kr%m)%267 M (tn + kn%m)%26)
The periodicity of the Vigenere cipher can be noticed in the following substring of the
ciphertext:

Ci = <Cb Cigm, - Crgprm, 701‘*‘[%]’") -
= ((t1 + k1)%26, (t14m + k1)%26, - -, (t14rm + k1) %26, -+, (t14 (2 )m + k1) %26)

= Tk1 (tla Ligms 5 bigrm, - 7t1+[%]m)~
Therefore, if the plaintext is encrypted with a shift cipher with shift k;, V1 <7 < m,
it follows:

(Cia Ci-i—nu e 7Ci+7'7n7 e 7Cz+[%]m) = (tz; ti—i—’rru e ati+7'7n7 e 7tz+[%]m> .

The ciphertext C' = (C’l, Cy,--- ,C’n) will be split into m separate substrings of the
ciphertext:

C; = (Cl,Cl+m,~-- Colprms - ,Cmﬁ]m).

m

3. THE KASISKI METHOD

Since its publication, the Vigenere cipher was considered to be unbreakable. But in
1863, Friedrich W. Kasiski published ”Die Geheimschriften und die Dechif-frir-kunst”
(Cryptography and the art of decryption) about a general solution for polyalphabetic
ciphers with repeating keywords ([1]).

Kasiski exploits the periodicity of the Vigenere cipher (the repetition of the key). One
may look for repeated fragments in the ciphertext and compile a list of the distances
that separate the occurences. Then, it is possible (but not certain) that the length of the
keyword is the greatest common divisor of these values.

If a repeated substring in a plaintext is encrypted by the same substring in the keyword,
then the ciphertext contains a repeated substring and the distance of the two occurences
is a multiple of the keyword length.

Not every repeated string in the ciphertext arises in this way; but, the probability of
a repetition by chance is noticeably smaller ([6]).
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Key CAEE CAEE CAEE CAEE CAEB CAEE CAEE CAEE CAEE CA
Plaintaxt THIS ISAT ESIP HEAS EWIT HNOS PEO HCM EANI NG
Ciphertaxt WINU LTFV HTYE KSFU HENV EKOTU ©SFHE DHO HBSE (QH

In this case, there is no repeated substring of length at least 2. Therefore, Kasiski’s
method will fail.

Ky

FYETEM

Flaintean

CRYFTOLOGY SPLITS INTO TWO MAIN BRANCHES:

CRYFTOGRAPHY I3 THE SCIENCE OF SECRET WRITING WITH THE GOAL OF HIDMNG THE MEANING OF A MESSACE,
CRYPFTANALYSIE IS THE SCTENCE AND SOMETIMES ART (OF BREAKING CRYPTOSYSTEMS, YOI MIGHT THIME THAT CODE
BREAKING I3 FOR THE INTELLIGENCE COMMUNITY OF PERHARE OROANEZED CRIME, AND SHOULD NOT BE INCLUDED IN
A SERIILS CLASSIFCATION OF A SCIENTIFIC DESCIPLINE HOWEYER, MOST CRYFTANALYSIS [S DONE BY RESPECTABLE
RESFARCHERS M ACADEMIA MNOWADAYS CRYFTANALYSES 05 OF CENTRAL IMPORTANCE FOR MODERN
CRYFIOSTSTEMS: WITHOUT FEQFLE WHO THY TO BREAK OLUR CRYFIT METHODS, WE WILL NEVER

EHOW WHETHER THEY ARE REALLY SECURE QR NOT.'

Flaintcan sgilitinm | CRYPTO LOGYSP LITSIN TOTWOM AMNARA RCHESC RYPTOO0 RAFHYT STHESC TENCED FSECRE TWRITT RUWITH THEGOA

groups of & LOFHI INGTHE MEANIN GOFAME SSAGED RYFTAN ALYSIS ISTHES CIENCE ANDSOM ETIMES ARTOFE REAKIN GORYFT
wiahom IS YETE MEYOUM IGETTH INETHA TOOOER REAKIN GESFOR THEINT ELLIGE NCECOM MUNITY ORPERH APSORG ANED
coasidering CRIMEA SDSHOU LDSOTE EIMCLU DEDINA SERIOU SCLASS DTCAT MIMOFA SCINT IFICDI SCIPLL NEHOWE VERMOS
pancletion, TCRYFT AMALYS 151500 MEBYRE SPECTA BLERES EARCHE RSINAC ADEMIA NOWADS YSCRYP TAMALY 515150 FCENIR
whitespocesand | ALIMPO RTANCE FORMOID ERMCRY FIDSYS TEMSWI THOUTE BOFLEW HOTRYT CEREAK OURCRY FIOMET HODREWE
- WILLNE VERENG WWHETH FRTHEY AREREA LLYSEC UREQRN OT
Ciphermx) UPQRCA DMYRWE DOLLME LMLPSY SOFUVM FASXWO TWHMSS TYHACU KREXWD ACFVIA XOWVYD LUJEXU FEDRXT
LEWZEM DIMXAMP ALYMLL) BCSCME YMXTO) KOSEIQ IWHMES SHIME AQLAIE UGWGGO) SLYLSY WRAFE SPLIN
JEEAME. YAIRTE GOOLXE FMEHYY AEMET ALCMIM LAGWIN JCS0MY YORYSD LFWHRF WIDHEQ PAWVSY FSFEXE
CPHOWT SNEHVS SLASIE UPAFIM FEEASG DEFIXN WOFRVPG VOVBRM KCBSG KADTWE ADAVEF AMPUM KAAXRF
ADAVHU EAAIFU FC7HAQ NCIFSE LARTF SLSECE AQALHA FOTRVG KNWYXEM TIWEE WYIVLE JAGED SBWFMM
FRMOTHM QOUECH LYFIPE EGEKBWA XAWGKD SIAFTA JRSGGD) AMIFEP WPRVE HEGLCE LCELAL LPGRXE WhHEL
EMLECF GENNEW CGENVYER HRGFIF EMYLAG OGDERG NCIDRA OUEST WHPLAIK SEWEIM DIQLIO MPWHYE GR
Flainlet ||:'me LOGYSE |LITSIN TOTWHOM | AINBRA INCI[BSC RYTTOG  |RAPHYI STESC [ENCEQ
By |S'!"STF!M SYSTEM ]S"I'S-TFM SYSTEM SYSTEM IS‘I'S‘I'EH SYATEM  |SYSTEM SYSTEM  |SYSTEM
Ciphitez |UI‘Q[KA DMYRWH |DG]J.M£- LMLF3Y SO Im"m'.l FTWHMSS  [JYHACL ERZXWO | ACFYIA
Plainiex; [rercre  |rwmm ecwme [THEGA  [LoEHm [INGTHE  [MEANIN [GOEAME  [S5AGEC  |RVPTAN
By |SY‘5|'I'EM SYSTEM  |SYSTEM SYSTEM  |SYSTEM IS'I'FI'EM SYSTEM | SYSTEM SYSTEM  [SYSTEM
Tiphetent [#owWE [LUBRU  [FEOBXT  |LPWZSM  [CMAAMP |[ALYML(O |[ECSGME | YMXTG) |KOSZHD | JWHMEE
Flaintmat ALYTEIS [STIES CIENCE ANDGOM  |ETIMES ARTOFE REAKIN |GCRYFT |OSYSTE MF 0L
By SYFIEM  [SvETEM  [SvSTEM  [svsmem [SwsTeEm [svereM [SYSTEM [svetem  [svstem [sveTem
Ciphimex) FHILME ACLATE UGWOHGG  [SLVLSY WRAFIE SPLHIN JCEIME | YAJIRTF GOLXD | BQOEYY
Flainte [posrrn |mwrHa  Jrcopes |Reakw |Giror fmEsT |Busce [wcecom |Munmy  |omeErm
Hey [EYSTEM  [5YSTEM  |SYSIEM  [RYSTEM |SYSTEM  |SYSIEM  [SYSTEM  |SYSIEM  |SYSTEM  |SYSTEM
Ciphpmexi [apmeer [acam Jacwin  [JosavE [Voeysn  [IFWERF  [WIDRRQ  [FAWVSY |[ESFBXE  |CPHXVT
Flointemt AFSORG ANLEED CRIMEA NDSHOU | LDNOTH |mr:l.u LEDINA SERNIU SCLASS IFICAT
By SYSIEM  |SYSTEM  [SYSTEM SYSTEM  |SYSTEM |$'r&r|-:u SYSTEM  |SYSTEM  |SYSTEM  [SYETEM
Ciphortext SNKIWE | SLASIP UPAFIM FHEASG CRFIEN I"|'I"|'.'1F'|"PG YOVBRM  |KCIBSG EADTWE | ATMYVEF
Plainteag |mDF'.'|. FCIENT TFICTH SCIFLD NEHOW MDE  [TCRYTFT ANALY S SIS NEBYRE
Ky |S?S‘.[‘I"M STSTEM STSTEM SYSTEM SYSTE TEM SYSTEM  |SYSTEM SYSTEM  |[SYSTEM
Ciphamext |Au|—tuu KRAANKRF |ADAYHL  |KAAIPY FUF A FSE LAJRTH S1L5¥CE ACJAILEA  |FUTRVO
Plaintent |SPECTA BLERES  |BARCHE RSINALC ADEMILA INDWADA. YECRYP | TAMALY | SISISO FCEMTR
Eicy |5YSI'BM FYSTEM Y STEM SYSTEM SYSTEM IS‘I'STEM SYSTEM FYITEM SYSTEM SYSTEM
Ciphistext |mm TIWEIE. W IV LG JOAGED SEWFnN Iﬂ'[ﬂ'['] I |[QWECHE | LYFIPE KGEBWA | KAWGNKD
Flainloat |.‘|.L.|'MII’D RTANCE |R}RI~'I:CID ERNCRY |FTOSYS I'I'EHSWI THOUTF  |EQFLEW  |IIOTRYT [OBREAK
By |S'!"STF!M SYSTEM |S"|'S-TFM SYSTEM  |SYSTEM IS‘I'S‘I'EM SYSTEM  |SYSTEM SYSTEM  [SYSTEM
Ciphitez |5J.l’|f"['.ﬂ. JRBGGR JXMJEEP‘ WFFVVE  |HRGLCE II.CHJ-IJ LFGMXH WMHED IMLECF | GEREW
Plainiex; sy |promer  Jsonswe  |[woin NGO [wwheEmi [RrrHeEy [Areres [oovses  |ukeosw
Ky FYSTEM | S¥STEM FHHTEM SYETE TEM FYFTEM SYSTEM | 5YETEM SYSTEM  |5YSTEM
Ciphartext GAIVVE HRGFIF FMVIALG  [OHGDER DRA  (OUZSKT  |WPLALK | SPWEIM DRI MEWHYE
Flaintoat oT
ey bk
Ciphimex) i
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Substring NICSDMZY VVKHRG OJWHM ADAV QNCJ
Positions | 135 197 441 483 33 113 294 312 329 503
Distance 42=6%7 42=6%7 TE=6%13 18=6%3 174 =6%29
Plaintext |BREAKING |BREAKING |CREYPTO |CERYPTO [CRYPFT |CRYPT |IFIC IFIC EVER |EVER
Key MSYSTEMS |MSYSTEMS |[TEMSYS |TEMSYS |MSYST |MSYST |SYST |SYST |MSYS [MSYS
Ciphertext [NJCSDMZY |NJCSDMZY |VVKHRG |VVKHRG|OJWHM |OIWHM |ADAY [ADAV |QNCI [QNCJ

The distance between repeating substrings can be a multiple of the keyword length. If
a match is purely coincidental, then the factors of the distance might not be multiples of
the keyword length.

By decomposing into prime factors, we see that the greatest common divisor is 6.
Therefore, the length of the key is 6.

A short plaintext with a relatively long keyword may produce a ciphertext in which
no repetition can be found.

Long repeated substrings in a ciphertext are not likely to be by chance, whereas short
repeated substrings may appear more often and some of which may be purely by chance.

In order to find out the key letters, one must use frequency analysis on the ciphertext
split into sequences of characters having the length m (the length of the key).

For every letter that we consider to be part of the key, we have a standard English
frequency distribution (red) and get a shifted English frequency distribution (blue).

L1 |12 |13 |14 |5 |Le
c [r Y [p [T |O
L O G Y 5 P
L |1 |1t |s |1 [N
T o [T [w o [Mm
A |I [N [B |R |A

For every position of the key, we consider each letter, until we get the shifted English
frequency distribution to match the standard English frequency distribution.

Let’s consider letter "a” as the first character for the key. Shift the frequencies of the
column by 0.

Shift by 0. The standard English frequency distribution vs the shifted English fre-
quency distribution.

Consider letter ”s” as the first character for the key. Shift the frequencies of the column
by 18.

Shift by 18. The standard English frequency distribution vs the shifted English fre-
quency distribution.

We continue shifting until the blue graph matches the red graph.

3.1. Frequency analysis

Random parts of the English language have a standard frequency distribution of the
English letters.
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Letter ([7]) a b c d e f g h i i k 1 m
Frequency | 082 | .015 | .028 | .043 | .127 | 022 | .020 | .061 | .070 | .002 | 008 | .040 | 024
Letter n 0 p q r 5 t u v W X ¥ Z
Frequency | .067 | .075 | .019 | .001 | .060 | .063 | .091 | .028 | .010 | .023 | .001 | .020 | .001

Steps:

Count the occurrences of each of the letters in the ciphertext (e.g., 17 X’s, 12 B’s,
9 C’, 7 P’s, etc.).

Using a standard English frequency table, guess the identity of the letters based
on the table. In most of the English texts, the nine most frequent letters will be
E, T, A I, O, N, S R, H.

Consider how letters relate to one another. One can often tell which letters are vowels
because most letters appear before and/or after them. Thus, if there is a letter in the
ciphertext that appears in pairs with many different letters, it may be a vowel. To find
out which one it is, one must take into consideration the fact that ”a” is almost never
doubled, 7e” is incredibly frequent, and ”u” is relatively rare.

3.2. The Friedman test

In order for the Kasiski attack to work, the keyword must be repeated. The ideal
situation consists of having a long plaintext and a short key.

In 1922, William Friedman published ” The Index of Coincidence and Its Applications
in Cryptography”, a statistical test based upon frequency that can be used to determine
whether a cipher is polyalphabetic or monoalphabetic (only one ciphertext alphabet is
used) and for polyalphabet ciphers can estimate the number of alphabets (the length of
the keyword for the Vigenere cipher).

The index of coincidence (i.e., the repeat rate) for a ciphertext is the probability that
two letters selected at random from it are identical ([10]). It is used to estimate the length
of the unknown keyword.

Let’s consider:

N - the length of the text be N;

n - the size of the alphabet;

a; - the i*" letter in the alphabet.

Suppose a; appears in the given text F; times.

The number of a; occurences in the text is F;. There are F; different choices to pick
the first a;, and to pick the second a; we have F; — 1 different choices (since one a; has
already been selected), etc.

Since there are N(N — 1) different ways of picking two characters from the text, the

B : o Fi(Fi—1)
probability of having two a; is NN=T)

Since the alphabet hasndifferent letters and the above formula applies to each of them,
the probability of having two identical letters from the text is:

1 n
= N D Z;Fi(Fi —1).

If the percentage of letter a; is p; (see the standard frequency distribution of the English
letters table above), the number of occurences of the i letter is:

= N —1
Fi=p,-N = I:Zpim~
i=1
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If N = oo then I ~ Y | p?.

If the text is randomly generated, the frequency of each letter is p; = % and I = %,
where n is the size of the alphabet.

Then, if the plaintext is written in English, the probability of selecting two identical
letters is:

aa + bb + cc + -+ 2z
0.082 x 0.082 0.015 x 0.015 0.028 x 0.028 0.001 x 0.001

For a monoalphabetic cipher (i.e., a permutation of the letters of a single alphabet),
the frequencies of the letters is I ~ 0.0656010.

For a polialphabetic cipher, the frequencies of the letters should be closer to uniformity.
The probability of selecting two identical letters is: I ~ (% . %)Jr(% . 2%)+~ - ~+(% . %) =
2—16 ~ 0.038.

Steps:

Knowing [, the length of the key, one can arrange the ciphertext into [ columns. Each
column corresponds to a Caesar cipher.

The columns might not all have the same length. However, one can assume that the
number of letters in the ciphertext is large enough so that the length of each column can
be estimated to be ~ 7.

Case 1: Choose a letter from the ciphertext. By selecting a letter, one also selects a
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column. The probability that the next letter chosen comes from the same column is IT—.
Because both letters are selected from the same Caesar cipher alphabet, I ~ 0.065.
Therefore, the probability that both letters are identical and selected from the same
column ~ =1 .0.065.
Case 2: Choose two identical letters from two different columns of the ciphertext.
Calculate the probability of this event.
Select a letter from the ciphertext. The probability that the next letter comes from a
different column is 7;:?
Because the two letters are selected from different Caesar cipher alphabets, the proba-
bility that both are the same is approximately the same as for a random alphabet, 0.038.
So, the probability that both letters are selected from different columns and are iden-

. . n—2o
tical is ~

L .().038.

n—1
To get an approximation of the index of coincidence I (the probability that the two
letters selected are identical), we add the probabilities resulted from both cases:
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I = 0.038

0.027n
(n—1)I + 0.065 — 0.038n

— (n—1)I +0.065 — 0.038n ~ 0.027% — I~
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